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Abstract

Copyright industries represent an important part of the developed economies. The effective
protection of copyright fulfills an important role in the advancement of innovation and economic
development. However, in the digital economy, the protection of copyrighted works poses
numerous and very difficult challenges. The protected works usually targeted by criminals are
computer programs, motion pictures, video games, and musical compositions. The estimated or
actual harm to copyright owners can amount to billions of dollars. Moreover, these offenses are
sometimes perpetrated in connection with other crimes, such as conspiracy to commit racketeering
or money laundering. This paper argues that criminal enforcement of copyright can be an important
safeguard of economic and information security interests. The paper discusses essential aspects
regarding the criminal protection of copyright in the United States. Based on a theoretically-
informed, yet empirically-driven approach, which takes into account a large corpus of data,
consisting mostly of cases brought to courts of law, the paper discusses the main aspects of the
phenomenon. Finally, the paper proposes a number of measures that would improve the protection
copyrighted works.
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1. Introduction

Creativity industries play an important sustainable development role (UNCTAD,
2016; UNCTAD, 2010; Miller, Rammer & Triiby, 2009; WIPO, 2003). This statement is
supported by a number of recent studies, which show the fundamental role of
intellectual property (IP) in the economic activity and the very significant impact of
copyright-based industries, both in terms of employment and contribution to the gross
domestic product (GDP) (OECD, 2015; WIPO, 2014). In the United States (U.S.), in
2014, the 81 industries identified to be IP-intensive, accounted for about $6.6 trillion in
value added (38% of total U.S. GDP), and supported 27.9 million jobs, of which 5.6
million jobs related to copyright-intensive industries (U.S. Patent and Trademark Office,
2016). In the European Union (E.U.), IP-intensive industries account for about 42% of
the GDP and 28% of direct and 10% in indirect employment effects (E.U. Intellectual
Property Office, 2018).
Copyright industries are a very important part of the IP-intensive industries. The
contribution of copyright industries to nations’ GDP and employment is the focus of
several studies. According to the level of use of copyrighted products, the most
important are the “core industries”, which comprise film, software, music, performing
arts, and television (WIPO, 2014). The “interdependent industries”, which include those
involved in the production, manufacture, and sale of equipment (for instance,
computers), whose role is to facilitate the creation and use of copyrighted works, also
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play an important role in the global economy (WIPO, 2014).

Recent figures for specific products provide strong evidence in this sense: in 2016, in the
U.S., the softwate industry, considering the direct, indirect, and induced impacts, had
total value-added contribution to the GDP of $1.14 trillion and supported 10.5 million
jobs (BSA, 2017); in 2017, the global music revenues was well over $17 billion (IFPI,
2018); in Europe, retail and rental of physical and digital video surpassed €9 billion
(International Video Federation, 2018).

The level of copyright infringement, however, represents a very significant and growing
threat for copyright holders and, in general, economic development (Herz & Kiljanski,
2018; Butland & Sullivan, 2018; Matthews, 2017; Hammond, 2014; Adermon & Liang,
2014). This situation is due to the alarmingly high scope of copyright infringement: the
monthly sharing of billions of files, without authorization (Metro-Goldwyn-Mayer
Studios Inc. v. Grokster, 2005); around the world, about 100 million Internet Protocol
addresses are involved every day in illegal downloading of protected works (Spangler,
2014); in 2017, the U.S. had about 27.9 billion visits to piracy websites (Statista, 2018).
When the rights in protected works are infringed, the owners suffer loss of control and
may lose substantial actual or potential advantages, economic or of a different nature. In
2015, for example, the estimated digital infringement level in movies, music, and
software was $213 billion (Frontier Economics, 2017). The overall economic effects go
even further, and negatively affect economic output, jobs, dividends, and tax revenues.
The websites dedicated to copyright infringement also raise safety and information
security concerns. These sites may expose consumers to criminals, through the
surreptitious collection of personally identifying information (PII), which can result in
subjecting consumers to fraud, identity theft, or other harms, and can also constitute an
infection vector: recent studies underlined the risk of getting infected by malware when
installing unlicensed computer programs or when downloading illegally copyrighted
works (BSA, 2018; European Union Intellectual Property Office, 2018a; Kumar et al,,
2016). Even more concerning, a number of copyright infringement cases involve
transborder aspects (U.S. v. Batato, 20106), conspiracy to commit racketeering (U.S. v. All
Assets, 2015) or money laundering in connection with these infringement activities (U.S.
v. Vaulin, 2017).

The effective protection of copyrighted works supports several goals, including the
United Nations” Development Goal 8: “inclusive and sustainable economic growth,
employment and decent work for all” (United Nations, 2015) and, in general, the rule of
law. Reflecting its importance, various aspects pertaining to copyright’s role and
protection in the digital economy were discussed in a large number of publications
(Okediji, 2018; Danaher, Smith & Telang, 2017; Bridy, 2016; Morgan, 2016; Poort et al.,
2014; Feldman & Newman, 2013; Harrell, 2013; Mun, 2013; Cohen, 2011; Ross, 2010;
Yu, 2010; Lemley & Reese, 2004; Goldman, 2003).

This paper argues that criminal enforcement of copyright can be an important safeguard
of economic and information security interests. In the next section, the paper discusses
essential aspects regarding the criminal protection of copyright in the U.S. Next, based
on a theoretically-informed, yet empirically-driven approach, which takes into account a
large corpus of data, consisting mostly of cases brought to the courts of law, the paper
then discusses important perpetration aspects of criminal copyright infringement. Finally,

© 2019 The Authors. Journal Compilation © 2019 European Center of Sustainable Development.



230 European Journal of Sustainable Development (2019), 8, 3, 228-236

the paper proposes a number of measures that could be taken, in order to improve the
protection for copyrighted works.

2. Copyright Framework

2.1 Introductory Remarks

There are four major categories of IP rights: copyright; trademark; patent; and
trade secrets. Studies have demonstrated the relations between strong IP protection and
increases in direct investments, service imports, and research and development (R&D)
spending (Cavazos Cepeda, Lippoldt & Senft, 2010). Effective copyright protection is
vital nowadays, as technological advances increasingly threaten the creative output, by
facilitating the infringing activity and expanding its scope, which can result in lost
revenues and the devaluation of the protected products. However, the effective
protection of copyright poses numerous and difficult challenges in the digital era.
Copyright is a composite legal concept. Copyright’s economic rationale is that the lack of
effective enforcement would discourage innovation in new works. Consequently,
copyright protection aims to ensure a fair return for creative works: “the ultimate aim is,
by this incentive, to stimulate artistic creativity for the general public good” (Twentieth
Century Music Corp. v. Aiken, 1975: 156), to “motivate the creative activity of authors
and inventors by the provision of a special reward” (Sony Corp. of Am. v. Universal City
Studios, 1984: 429).
Copyright protection applies to a variety of products, however, it is limited to “original
intellectual conceptions of the author” (Burrow-Giles Lithographic Co. v. Sarony, 1884).
Copyright protection “trades off the costs of limiting access to a work against the
benefits of providing incentives to create the work in the first place” (Landes & Posner,
1989:326). The concept of copyright and the related rights, as defined in national
legislation, are consistent with the provisions of the Berne Convention for the Protection
of Literary and Artistic Works, the WIPO Copyright Treaty, the WIPO Performances
and Phonograms Treaty, the Rome Convention, the Agreement on Trade-Related
Aspects of Intellectual Property Rights, and other relevant international conventions, and
the subject of continuous modernization (for instance, the E.U.’s Copyright Directive
and, in the U.S., the Amendments to the Copyright Act as a result of the Orrin G.
Hatch—Bob Goodlatte Music Modernization Act of 2018).

2.2 Copyright Protection

In the U.S., copyright protection started in 1789, when the Congress discussed
“a bill to promote the progress of science and useful arts, by securing to authors and
inventors the exclusive right to their respective writings and discoveries” (Eldred v.
Ashcroft, 2003). According to 17 U.S.C. § 102(a), copyright protection “subsists, in
accordance with this title, in original works of authorship fixed in any tangible medium
of expression, now known or later developed, from which they can be perceived,
reproduced, or otherwise communicated, either directly or with the aid of a machine or
device. Works of authorship include the following categories:
(1) literary works;
(2) musical works, including any accompanying words;
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(3) dramatic works, including any accompanying music;

(4) pantomimes and choreographic works;

(5) pictorial, graphic, and sculptural works;

(6) motion pictures and other audiovisual works;

(7) sound recordings; and

(8) architectural works.”

As stipulated in 17 US.C. § 106, copyright owner controls activities such as the
reproduction, distribution, creation of derivative works, and public performances or
displays of works. According to 17 U.S.C. § 201(a), the copyright in a work protected,
“vests initially in the author or authors of the work”, or, when there are more than one
author of the work, the authors are co-owners of the copyright.

Copyright protection, as per 17 U.S.C. § 302, “subsists from its creation and, except as
provided by the following subsections, endures for a term consisting of the life of the
author and 70 years after the authot’s death”; for joint works, which have two or more
authors, “who did not work for hire, the copyright endures for a term consisting of the
life of the last surviving author and 70 years after such last surviving author’s death”; in
the case of anonymous, pseudonymous, or works made for hire, copyright lasts “for a
term of 95 years from the year of its first publication, or a term of 120 years from the
year of its creation, whichever expires first”.

Copyright protection was initially a civil law matter, and did not contain criminal
sanctions. Copyright owners, however, often lack the resources required to combat
infringements through civil lawsuits. Criminal copyright protection addresses this
situation and proscribes willful infringement of protected works, undertaken either for
commercial gain or for some other personal benefit (Haber, 2015).

2.3 Criminal Infringement of Copyright

To protect their works, copyright holders, as applicable, can impose contractual
obligations and implement technological protection measures (TPMs), such as
alphanumeric string or hardware key activation; access control; watermarking;
obfuscation; etc. However, the often sophisticated means (for instance, the use of
reverse proxy services, employed to diminish the possibility to identify the actual host
used in the infringing activity), as well as, in a number of cases, the large-scale scope of
infringing activity (e.g., Megaupload, Pirate Bay, or SnappzMarket), in order to be
effectively addressed, command strong legal provisions. Additionally, criminal
prosecution is also important from a crime deterrence perspective.
Criminal copyright infringement can take several forms, reflected in the legal framework,
which includes several offenses:
- copyright infringement for profit (17 U.S.C. § 506(2)(1)(A), 18 U.S.C. § 2319(b));
- copyright infringement without a profit motive (17 U.S.C. § 506(a)(1)(B), 18
U.S.C. § 2319(c));
- pre-release distribution of a copyrighted work over a publicly accessible computer
network (17 U.S.C. § 506(a)(1)(C), 18 U.S.C. § 2319(d));
- circumvention of copyright protection systems (17 U.S.C. § 1201);
- trafficking in counterfeit or illicit labels or counterfeit documentation and packaging for
copyrighted works (18 U.S.C. § 2318);
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- unauthorized fixation of and trafficking in sound recordings and music videos of live
musical performances (18 U.S.C. § 2319A); and

- unauthorized recording of motion pictures in exhibition facilities (18 U.S.C. § 2319B).
This paper focuses on cases of criminal copyright infringement under 17 U.S.C. § 506.
Section 506 proscribes the willful infringement a copyright, where “the infringement was
committed—(A) for purposes of commercial advantage or private financial gain; (B) by
the reproduction or distribution, including by electronic means, during any 180—day
period, of 1 or more copies or phonorecords of 1 or more copyrighted works, which
have a total retail value of more than $1,000; or (C) by the distribution of a work being
prepared for commercial distribution, by making it available on a computer network
accessible to members of the public, if such person knew or should have known that the
work was intended for commercial distribution”.

In general, direct copyright infringement requires plaintiffs to demonstrate ownership of
the allegedly infringed product and to prove that the alleged offenders violated at least
one exclusive right, granted to copyright holders under 17 U.S.C. § 106. Civil liability
requires the general intent to copy; criminal liability, on the other hand, requires the
specific intent to break the law. Therefore, in order to allege a violation of 17 U.S.C. §
506(2)(1)(A), the prosecution must prove that the infringed works had a valid copyright
and that the defendant has (i) willfully (i) infringed a copyright (iii) for purposes of
commercial advantage or private financial gain.

There are a number of remedies in cases of copyright infringement: the offenders are
liable for copyright owner’s actual damages and any additional profits of the perpetrator
or statutory damages (17 U.S.C. § 504). 17 U.S.C. §503 provides provisions for the
impounding and disposition of infringing articles and 18 U.S.C. § 2323 contains
forfeiture, destruction, and restitution provisions. The punishment provisions for
criminal copyright infringement are contained in 18 U.S.C. § 2319 (imprisonment up to
10 years or a fine of up to $250,000).

3. Characteristics of Criminal Copyright Infringement

A copyright is infringed “willfully” when the defendant voluntarily and
intentionally violated a known legal duty (U.S. v. Moran, 1991). An act is “willful” if “the
act is done knowingly and intentionally, not through ignorance, mistake or accident”
(U.S. v. Liu, 2013: 988). To prove that defendants acted willfully, the prosecution must
demonstrate that they knew their acts infringed a valid copyright or “acted with reckless
disregard for, or willful blindness to, plaintiff's rights” (Boffoli v. Atemis, 2019).

Criminal copyright infringement can have both physical and cyberspace components.
There are numerous methods through which copyright can be infringed. For example,
infringement can take the form of unauthorized reproduction, modification, marketing,
distribution, selling, leasing, giving away of protected works, etc. The works that are
most often infringed are computer programs, motion pictures, video games, and musical
compositions.

Counterfeited CDs and DVDs, containing protected works, such as movies and music,
can be encountered widely. The illegal distribution vectors can take numerous forms:
selling of counterfeited copies at a flea market (U.S. v. Frison, 2016); warehouse for the
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distribution of counterfeited copies (U.S. Department of Justice, 2013); CDs and DVDs
replication plants (U.S. v. Liu, 2013); etc. In U.S. v. Chalupnik (2008), legitimate CDs and
DVDs, sold by BMG Columbia, which could not be delivered and should have been
discarded, were collected from a post office by the defendant, employed at that facility,
then sold at used record stores.

Perpetrators also use “key generators”, to create serial numbers, used to activate
protected products (U.S. v. Anderson, 2013); purchase and sell illicit or unauthorized
product key cards, which contain codes used to gain full access to versions of
copyrighted computer programs (U.S. Department of Justice, 2017); or create and
disseminate unauthorized copies of re-installation CDs, shipped from other countries
(U.S. v. Lundgren, 2018).

Offenders often exploit protected content through the use of a wide array of online
technologies. These cases can take numerous forms, such as posting movies on
Facebook pages (U.S. Department of Justice, 2017a); selling on eBay.com counterfeited
products, shipped from China (U.S. v. Edward, 2013); selling on Amazon.com of illegally
copied products (U.S. v. Vampire Nation, 2000).

Digital technologies, such as direct illicit streaming devices (ISDs), download
cyberlockers, Internet Protocol Television (IPTV) services, peer-to-peer (P2P) networks
and BitTorrent portals, are used increasingly, to provide infringing content, usually for
monetary gain, often on a massive scale.

In cases of commercial-scale infringement, the harm to copyright holders was very high:
$6.3 billion in a case that involved the unauthorized downloading of about 1 billion
copies of copyrighted works (U.S. Department of Justice, 2018); over $100 million, in a
case of illicit, unauthorized, and counterfeit software products (U.S. Department of
Justice, 2015); well in excess of $500,000,000, with a reported income exceeding
$175,000,000, in copyright infringement scheme named “Mega Conspiracy” (U.S. v.
Batato, 2016); over $1 million in the case of “Pirates With Attitudes”, which facilitated
the unauthorized online dissemination of copyrighted computer programs (U.S. v. Slater,
2003); etc.

In one of the biggest criminal copyright infringement cases, the defendants operated
Kickass Torrents (KAT), a website that permitted and promoted the distribution or
reproduction of copyrighted content over the Internet, without permission from the
copyright owners (U.S. v. Vaulin, 2017). The ill-gotten proceeds in this case came from
donations made by website users and from online advertising. To avoid seizures and civil
lawsuits, the servers involved in this operation were located and moved around the
wortld. To further conceal their operations, the defendants housed KAT and other
related sites under a Ukrainian-based firm.

4. Conclusion

Copyrighted works have an important contribution to economic development;
consequently, it is mandatory to ensure that they enjoy an adequate level of protection.
Copyright protection aims to provide a framework that stimulates individual,
organization, and industry level entrepreneurial investments that benefit economic
activities. The protection of copyright includes civil and criminal provisions and, where
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applicable, technical measures and contractual obligations for beneficiaries or
intermediaries.

This paper, in a concise manner, outlined the main characteristics of the criminal
infringement of copyright phenomenon. Criminal copyright infringement is one of the
most widespread crimes around the world, negatively affecting innovation and economic
opportunities, competition, investments, and revenues. Moreover, the accidental or
malicious gathering of PII or the infection of computer systems with various types of
contaminants raise setious information security concerns. Even though this paper
focused on just one jurisdiction, the findings can be useful to a global context.

Criminal enforcement of copyright can be an effective safeguard for individual,
organization, and national economic and security interests. However, for a number of
reasons, criminal copyright infringement remains largely under-prosecuted: there is
notable “criminal copyright gap between legislation and enforcement” (Haber, 2015:
288). Consequently, there is a clear need to increase the resolve to significantly reduce
the criminal infringement of copyrighted works, to ensure consistent and uniform
prosecution. This would involve a comprehensive strategy, comprising several
dimensions, including: research to analyze the impact of criminal copyright infringement
on related industries; improved international law enforcement cooperation, seizure, and
forfeiture mechanisms; educational and technical assistance programs; and artificial
intelligence (AI) solutions, to effectively detect and address criminal copyright
infringement.
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